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Chapter 2: Parameter Settings

I. INSTALLATION GUIDE

VLAN-164 consists of hardware (individual VLAN-400 units or VLAN-400P based rack mount system) and
software. It is very easy to install but some network knowledge is required.

A. PACKAGE CONTENT
One package of VLAN-400 contains:

QUANTITY DESCRIPTION
VLAN-400

RJ-11 Telephone Cord (for analog lines)
RJ-9 Telephone Cord (for digital lines)
RJ-11 Y-splitter Connector

RJ-9 Adaptor Frame

RJ-45 Network Cross Cable

Power Adapter

Software Installation Disk

alalalo|n| DS

Note: If some items are missing or broken upon opening of the package, please contact your dealer.

VLAN-400 (Fig.1.0)
The VLAN-400 is the hardware interface between the phone lines and the host computer. Each VLAN-400
records four lines and requires one network connection (one IP address). Multiple VLAN-400’s can be used

to serve small-scale installations.

e ]

Fig. 1.0 VLAN-400

VLAN-400P (Fig. 2.0)

The VLAN-400P is a 4-line recording card used with the VLAN-164 chassis to build rack mount systems.
This rack mount system provides similar function as a group of VLAN-400’s, but requires only one network
connection (one IP address) regardless of the number of VLAN-400P cards inside. It is recommended for
large-scale installations.

Fig. 2.0 VLAN-400P
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VLAN-164 Chassis (Fig 3.0)

The VLAN-164 chassis can house 16 VLAN-400P cards, making it possible to build large-scale recording
systems of 64 lines maximum. Thanks to the built-in Gigabit hub, the whole system requires only one
network connection (one IP address).

o
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VLAN-164 Digital Voice Logger
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Fig 3.0 VLAN-164 Chassis

MINIMAL SYSTEM REQUIREMENTS FOR HOST COMPUTER

v" Host computer

(]
(o]
(]

(0]

0O 0 O0O0

o]

Processor: Pentium 11 400 MHZ (faster is better)

Memory: 512MB (more is better)

Hard Drive: 40GB (larger is better) partitioned into two allocations: 10GB for drive C and
the rest for drive D

Ethernet Card: 2 cards are required if you plan to integrate the system into the company
network (otherwise network traffic could cause intermittent network connection loss)
Uninterruptible Power Supply

Sound Card and Speakers

Monitor, Mouse and Keyboard

Optical Drive

Operating System: Windows XP or Windows 2000

v" A separate hub should be provided if using more than two VLAN-400’s, in order to isolate
bandwidth consumption and ensure stability.
v" One private IP Address per VLAN-400.
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B. HARDWARE INSTALLATION

Before installing the hardware, make sure the host computer meets the minimal system requirements
otherwise the system may not operate reliably. Installation may require the help of your network
administrator or IT personnel.

PRE-INSTALLATION CONSIDERATIONS

If the host computer has been installed with a software firewall and/or anti-virus program, or if the VLAN-400
is to be connected to a LAN equipped with a hardware firewall, change the security/protection levels to the
lowest (or temporarily disable it) before installation. After the VLAN-400 starts to operate reliably, you may
gradually restore their original settings. However, it is possible that some firewall/anti-virus settings need to
be changed permanently. Contact your network or IT administrator for further assistance if necessary.

NETWORK CONNECTIONS
Typical Connection for Multiple VLAN-400 Devices

——

169.254.72.31

L

169.254.72.32

169.254.72.19

W et

Host PC 192.168.100.51 Q

169.254.72.33

—

COMPANY NETWORK 0

192.168.100.11 192.168.100.12 192,168.100.13  192.168.100.14

Typical Connection for Single VLAN-400 Device

N
192.168.100.51
\§ 192.168.100.60
Host PC
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Typical Connection for the VLAN-164

169.254.72.19 e I

Host PC

COMPANY NBE 1T W

192.168.100.11 192.168.100.12 192.168.100.13  192.168.100.14
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C. SOFTWARE INSTALLATION
VLAN-164 software runs on Windows 2000 and Windows XP. Make sure your Windows is up to date for
security purposes.

INSTALLING INTERNET INFORMATION SERVICES

Windows Internet Information Services is a Windows component necessary for VLAN-164 software to
operate over the Internet. Follow these steps to install it:

1. Insert your Windows Installation disk and select Start > Control Panel > Add or Remove
Programs (Windows XP) or Start > Settings > Control Panel > Add or Remove Programs
(Windows 2000).

B Control Panel

Fle  Edt Yiew Favortes Tooks  Help ar

Qe - @ - F | Pseweh [y rotter: | [

address [ Contral Panel

-ﬂ’ Control Panel d" § \_@ Cﬁﬁ h 39 @ ‘IJ ,ﬁ ?

accssshilty AddHerdwsre  Addor  Administratve  Automatic  DetsandTms  Display  Folder Options  Fants Gatnes
B swich to Category view Options Remov... Tooks Updates Controllers
P = & D @ 6 L %K 5 @
¢ 3 S
See Also \) = = =

Internet  Keyboard Mail Mouse, Metwork  Network Setup  Phane and  Power Options  Printers and  Regional and
£ Windows Update Options Connections  Wizard Podem ... axes  Language ...
@) Help and Support ; j @ gy =Y @ E m ii o

Scanners and  Scheduled Security Sounds and Speech System Taskbarand  User Accounts  Windows Wireless
Center  Audio Devices Start Menu Firewall  Hetwork Set...

Click Add/Remove Windows Components.

8 Add or Remove Programs

% Currently installed programs: |:| Show updates Sort byt

(Change or B ..
Remave A¥G Free Edition
Programs
\E‘? Ta change } gl Change/Remaove
Add New SRR
Programs q Microsoft Office 2000 SR-1 Premium Size  168.00ME
E Spybot - Search & Destroy 1.4 Size  18.54MB
?7] 5 windows Installer 3.1 (KE&93503)
AddiRemove
w{ndows ﬂ Windows ¥P Service Pack 2
Compaonents

©

Set Program
Access and
Defaults
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2. Select Internet Information Services (lIS) then click Next.

Windows Components Wizard

Windows Components
You can add or remove components af Windows #P.

To add ar remove a companent, click the checkbox A shaded bow means that anly
part of the component will be installed. To zee what's included in a component, click

Details.

Companents:

[ (&iFax Services 38MB A
P Indexing Service 0.0 ME

g Intermet Explarer

1 2= Mananement and Monitarinn T anl: MR ¥

Dezcription:  Includes ‘web and FTP support, along with support for FrontPage,
tranzactions, Active Server Pages, and databaze connections.

Total digk space required: 86.2 MB -
Details...
S el o el 70898 MB ==

< Back ” Mewt > ][ Cancel ]

Installation will take a while. Then click Finish to complete the installation.

Windows Components Wizand |X|

Completing the Windows
Components Wizard

ou have succezsfully completed the wWindows
Components Wizard,

Tocloze this wizard, click Finish.
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INSTALLING VLAN-164 SOFTWARE

VLAN-164 software lets you access and manage call records over the Internet using your web browser from
anywhere at any time.

1. The VLAN device has a default IP address of '10.0.0.1’ that needs to be changed to a unique local
IP address within the same subnet as the host computer. If you don’t know what that means,
please consult with your network administrator. To change the IP address, run ETM.exe directly
from the installation disk. A window similar to the following will appear.

"1" Ethernet Manager Ver 1.1

Wiew  Config
IP Address Subnet Mask MAC Address 1D Type
16.8.8. 1 255255, 255.0 Be-81-3C-DB-44-7 b 1 not in SameNet

Devices detected 1

Note: Installation of multiple VLAN devices on your network should be done one at a time to avoid IP
address conflicts since all brand new VLAN devices have the same IP Address by default. When
installing multiple VLAN devices, they should be assigned with consecutive IP addresses.

2. Double left click the target device, or highlight it and select Config > IP Address from the menu.

%" Ethernet Manager Ver 1.1

L=l Config
pl PHGdcs  EdE ask MAC Address ID  Type
| Device Settings  Alt+Enter .
18 wewe crrae 255.8 88-81-3C-DB-44-76 1 not in SameNet

Devices detected 1
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3. Change the IP address and click OK.

Set IP Address

IP Address  [192.168.0.103| oK |
Subnet Mask [255.255.255.0 Cancel

4. At this point, the old IP address should still be displayed. Now select View > Refresh and the
window will be updated in a few seconds. The change is successful if the new IP address is
displayed. Close the Ethernet Manager window.

%% Fthernet Manager Ver, 1.1

Wiew  Config

IP Address Subnet Mask MAC Address ID Type
192.168.8.183  255.255.255.8  @@-81-3C-DB-44-76 1 Ulank4Ba

Devices detected 1

5. Insert the VLAN-164 installation disk. If the setup does not start automatically, execute the
Setup.exe program from the disk. When the following window appears, click Next.

VLan System Setup (FireBird Database)

¥Lan System Setup Wizard

Welcome to the WLAN System Setup ‘Wizand,

Thiz wizard will guide you through the installation of WLAN Spstem.

Select Language : Englizh

Click Mext to continue.

| Mext » | Cancel Help




6. Click Next.

VLan System Setup

System environment check

Uszer Privilegs ... ak
Operation System Yersion ... Ok

115 Service ... Ok

Click Next to begin setup.
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Help |

7. Select D:\ for both VLanServer Path and Record File Path and Click Next.

VLan System Setup

Please select the following installation paths :

WLANServer Path | ™ QK

Record File Path: [D:

Drrive D:h currently has available space to store 810 haurs of recarding.

< Back I Mext » I

Cancel

Help

10
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8. It will take some time to copy the files. When the following screen appears, click Next.

VLan System Setup

Setup task

Copying Filez...

Config l15 Service Completed

Install Firebird Complated

Register WLAN System Service Completed,

Check Setup Integrity Completed

Cancel Help

9. Click Finish to complete the setup.

VLan System Setup

Setup Complete

WLAMN System has been set up successfullyl

Click "Finish"' to complete setup and add YLa&N device in next Window.

< Back Cancel Help

11
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10. Enter ‘1’ in the Channel No. Starts From field, which means the channels will be numbered
consecutively from 1. When installing multiple VLAN devices, they should have been assigned
consecutive IP addresses using Etm.exe. Now enter the First Device IP Address and the Last
Device IP Address accordingly. For example, if you have 3 VLAN-400 devices connected in the
same LAN, and you set their IP addresses to the following: 192.168.0.101, 192.168.0.102,
192.168.0.103, then you should enter 192.168.0.101 in First Device IP Address and
192.168.0.103 in Last Device IP Address.

[& Vianinitialize (=3
Language
Add Device ]

Add New WLAN Device to Server
1 v

Channel Mo. Starts From:

First Device |P Address: 192 .168. 0 .103
Last Device |P Address: 192 .168. 0 .103

Device Type: O WLANTO0D & WLAN400

Storage Path: [RAIEE

[Globol]

DATABASE=\LanFireBird ¥Lan DSN
Channeldgent=\/LanFireBird %/Lan DSM
SystemOperation="LanFireBird WLan DSH
"wiorkHouwr=0800,1700

Command=100

oice=200

Monitor=300

Codec=IMa

Generate

12



Click Generate.

(A vianInitialize

Chapter 2:
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Language
Add Mew VLAN Device to Server
= Line=1 [Channeldl]
Channel Mo. Starts From: 5 hd ChannelMo=1 M ame=Agent(1
[192.168.0.103.2] Phone=Phone01
First Device IP Address: 192 .168. 0 .103 DevicelP=132.162.0.103 [Channel02]
Line=2 M ame=Agent02
i : ChanneMo=2 Phone=Fhonel2
S 192 1600 _.103 [192.165.0.103.3] [Channeln3]
1 DevicelP=192.168.0.103 M ame=Agent03
Device Type: 7 WLANTOD O WLAN400 Lihe=2 Phone=Phone0?
ChannelMo=3 [Channel04]
Storage Path: [BRAN kS [192.168.0.103.4] M ame=Agentld
DevicelP=192.168.0.103 Phone=Phone04
Line=4
CharnnelMo=4
DEVICE=192.168.0.103.1 [Global]
DEVICE=192.168.0.103.2 DATABASE=\LanFireBird ¥Lan DSN
DEVICE=192168.0.103.3 Channeldgent=\/LanFireBird %Lan DSM
DEVICE=192168.0.103.4 SystemOperation="LanFireBird WLan DSH
"wiorkHouwr=0800,1700
Command=100
oice=200
Monitor=300
Codec=Ita
StorePath=0: W03
Generate Cancel Save to VLANIP.INI

11. Click Save to VLANIP.INI to save the configuration generated from the previous step.

3

Save to VLANIP. INI

Saved Successhully!

Cancel |

12. Close all Windows and restart Windows.

After Windows restarts, two folders will be created: c:\Inetpub\wwwroot\VianWeb and d:\VLanServer.

13. From Windows, select Start > Run.

= Type the name of a program, folder, document, ar
q Internet resource, and MWindows will open it For waou,

Cancel

][ Browse, .. ]

14. Type the following command:

regsvr32 “c:\inetpub\wwwroot\vlanweb\console\console.ocx”

13
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- Type the name of 3 program, folder, document, or
= Internet resource, and Windows will open it For waou,

C:inetpubbsnanarootlvlanwebl consolelconsole, oo EY |

[ oK l[ Cancel ][ Browse, ., ]

Click OK. When the following window appears, click OK again.

RegSvr32

15. Type the following command:
regsvr32 “c:\inetpub\wwwroot\vlanweb\console\playclient.ocx”

- Type the name of 3 program, folder, document, or
= Internet resource, and Windows will open it For waou,

ebpubbwsrookivLanyweb Consolel PlawClient, oo JEYS |

[ oK l[ Cancel ][ Browse, ., ]

click OK. The following window appears. Click Ok again.

RegSwr32

\!‘) DR egisterserver in CiInetpubiwensroot) YLanWeb Consale\PlayClient.ocx succeeded.

14
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INTERNET EXPLORER CONFIGURATION
Internet Explorer must be configured properly on the PC(s) that will be used to access VLAN.

1. Open Internet Options by selecting Start > Control Panel (Windows XP) or Start > Settings >
Control Panel.

B Control Panel IZIIEIBI
File Edit Wiew Favorites Tools Help a'

O Back. \_;l I‘E p Search Ii: Folders v
address |3 cantral Panel "| Go

— p—t o 2
ﬂ’ Control Panel 6’ § E % Jﬁ j g\
Accessibility  Add Hardware Add or Administrative  Automatic  Date and Time Display
G» Switch bo Category Yiew Options Remov.., Tools Updates

See Also ‘I/:l:/ j @ o % . @

Folder Options Fonts Game InteliR) Intel@ Canfi Tnternet displ
4 windows Update Cortrollers  PROSet 11 Extre... Onigre, Y orlne o playien
(2)] Help and Suppart =y - ¥ S
) ¢ : o =
Mouse Metwork  Metwork Setup  Phone and  Portable Media Power Options  Printers and
Connections izard Moderm ... Devices Faxes
e 2 5 ¢ W 9
k .)
b4 = 5 (*) 2
Regional and  Scanners and  Scheduled Security SmartControl  Sound Effect  Sounds and
Language ... ameras Tasks Center Manager Audio Devices
g WA B S
Speech System Taskbar and  User Accounts  Windows Wireless
Start Menu Firewall  Metwork Set..,

2. Click the Security tab. Select Trusted Sites then click the Sites button.

Internet Properties

General | Security | Frivacy || Content || Connections || Frogramz || Advanced|

Select a'Web content zone to specify itz zecunty zettings.

Restrcted
zites

Internet Local intranet

Trusted zites
o Thiz zone contains 'Web sites that you
truzt mot bo damage your computer or =
data. Mo zites are in this zone.
Secunty level for thiz zohe

Custom
Custom settings.

- To change the settings. click Custom Level.
- To uze the recommended zettings, click Default Lewel.

[ Cugtom Level... ] ’_ Default Level ]

[ k. ][ Cancel ] Apply

15
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3. Uncheck “Require server verification (https:) for all sites in the zone”.

Trusted sites E|

You can add and remove Web sites From this zone. All \Web sites
in this zone will use the zone's security settings.

Add this Web site to the zone:
| add

\Web sites:

Rermove

Require server verification thttps:) Far all sites in this zone

[ Ok, ] [ Cancel

4. Enter the IP Address of the VLAN Host computer into the “Add this Web site to the zone:” field then
click Add.

Trusted sites

You can add and remove Web sites From this zone, Al Web sites
in this zone will use the zone's security setkings.

add this Web site to the zone:
| hitp:/192.168.0.10) | add

Web sites:

Remove

[]Require server verification (https:) For all sites in this zone

[ oK ] [ Cancel

16
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5. Click Ok to finish.

Trusted sites

You can add and remove Web sites From this zone. All \Web sites
in this zone will use the zone's security settings.

Add this Web site to the zone:
| add

\Web sites:
hktp:f192,168.0,10 Rermoye

[]Require server verification (https:) For all sites in this zane

[ Ok, ] [ Cancel

6. Select the Internet icon then click the Custom Level button.

Internet Options

General | Security |F'rivau:_l,l Content | Connections | Programs | Advanced

Select 3 Web content zone to specify its security settings.

® © 0 @

Local intranet  Trugted sites Restricted
zitex

Internet

Thiz zone containg all Web sites you Siies

haven't placed in ather zones = —
Security level for thiz zone

Custom
Custom zettings.
- To change the zettingz, click Custom Lewvel.
- To uze the recommended zettings, click Default Lewvel.

[ Custom Level... ] [ Default Level l

[ (1] 4 l[ Cancel ] Apply

17
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7. Enable all the following Active X controls.

a. Automatic prompting for ActiveX controls
b. Download signed ActiveX controls.
c. Download unsigned ActiveX controls.
d. Initialize and script ActiveX controls not marked as safe.
e. Run ActiveX controls and plug-ins.
f.  Script ActiveX controls marked safe for scripting.
Security Settings
Settings:
@ Ackivel contrals and plug-ins L
[ﬁ Automatic prompring For Activel conkrols =
Disable B
Enable
@ Binary and script behaviors
Adrinistraktor approved
Disable
Enable
@ Download signed Activel conkrols
Disable
Enable
Prormpk
@ Download unsigned Ackivex conkrals r
ST maooLIe —
t | b4
Reset custom settings
Reset bo: | Medium " | [ Reset ]
()4 ] [ Cancel ]

8. Click Yes to confirm then click Ok to close the Internet Properties window.

Warning!

L] E Are you sure you wank to change the security settings for this zone?
L

Yes ] | o |

18
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9. Click the Trusted Sites icon then click the Custom Level button. Enable the same active x controls
as described in step 7. Close the Internet Options window when done.

Internet Options

General | Security |F'ri~v'a|:}I Content | Connections | Programs | Advanced

Select 3 'Web content zone to specify its security settings.

Restricted
zites

Intermet Loczal intranet

Trusted zites

data.

Security level for thiz zone

Custom
Custom zettings.
- To change the zettings, click Custom Lewvel.
- To uge the recommended zettings, click Defaulk Level.

Thiz zone contains Web sites that you
trust not to damage wour computer or —

[ Custom Level... ] l Default Level

|

[ k. ][ Cancel ] Apply

19
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Il. VLAN-164 PARAMETER SETTINGS

A. VLAN INITIALIZATION
1. Open your Internet browser.

2. Go to the host computer’s IP Address.

<3 Cannot find server - Microsoft Internet Explorer

File Edit View Favorites Tools  Help

(€] \_/J @ @ \-_h /_Fj Search {?Favorites @ Eg:{- :\‘; —

Parameter Settings

Address | http:/f192,168.0,10

3. Type ‘admin’ for Username and ‘123’ for Password then click Ok.

2 Log On - Microsoft Internet Explorer,

Usernarme: admin

Password: ses|

File Edit Wiew Favorites Tools  Help

Q- © B A G| Pt @3B 5-LIE O

F\leess|@http:ﬁl?2‘168.ﬂ.lﬂﬂ V‘Go Links
| Lag On

&] Done & Trusted sites

4. Select Yes or No based on your own decision.

9P Do vou want YWindows to remember thiz password, so that pou
\t/ don't have to bwpe it again the nesxt time you wvizit this page?

[ Don't offer to remember any more passwards

Tes ] | HNo |

20
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5. Click Yes if the following window appears

Internet Explorern

An Activer contral an this page might be unzafe ta
interact with other parts of the page. Do you want to
allow thiz interaction’?

Tes ] | Ho |

6. The VLAN-164 Main Screen will appear.

2 Console - Microsoft Internet Explorer

Fle Edt Wiew Favortes Tools Help

Q- O [N B @ DO Porwn @ 3-8 B -JE

Adress | ] /1192, 166.0,10iConsole.asp v B s >

| Hello, admin | Conzale
Configuration Record Data Search System Log Backup Status 2008/11/26 15:49:53
Channgl  Phone Nurmber  Agent Status  StartTime  EndTime | Length  CallerlD  DTMF - Ring  Start Method Line Status WLAN P
O Phonell Agentdl  ldle Local Phone  Disconnected  192.168.0.103
0o 2 Phaned2 Agentl2  Idle Local Phone  Disconnected 192 168.0.103
0o a3 Phone03 Agentdd  ldle 15:33:45 15:46:05 06:20 1041 Local Phone 192.168.0.103
O 4 Phanelq Agentld  Idle Local Phone  Disconnected 192 168.0.103
&] wParam=39 @ Trusted sites

21



B. CUSTOMIZING COLUMN DISPLAY
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The system allows you to customize the columns displayed on the screen. By default, the system displays

records in the List View format (Page Console view).

1. Select Configuration > System Configuration > Main Screen Column to customize Main Screen

columns.

2 Console - Microsoft Internet Explorer

file Edt Vew Favorites Tools Help
Qs © 1) [ &b P Frroenw @ 32 w0 -JE
Acliress | €] hipi}t192,182.,0,10}Cansele. asp 1>
| Hello,admin | Console
Configuration | Record Data Search  System Log Backup Status 2008/11/26 156215
Systern Configuration » Main Screen Column |i Time | Length | CallerlD | DTMF | Ring | StarthMethod | Line Status WLAN [P
Engineer Configuration »  Playback Settings Lol Fimirs || Disemimeeise || 121G 10D
PR Phona02 Agentd Channel Settings Local Phone | Disconnected | 192.168.0.103
Oes Phone03 Agentl System Work Hour Local Phone 192.168.0.103
O 4 Phaone04 Agent) User Account Local Phone  Disconnected  192.168.0.103
Change Password
&] wParam=33 @ Trusted siees

2. Check the Column Defined by User box and double click the column(s) you wish to see on the
Main Screen. To use the default setting, just click OK.

2} Main Screen Column, - Microsoft Internet Explorer

Fixed Column

I Column Defined by User

Available Colurmn
Channel
Phone Mumber
Agent

Status

Start Time
Stop Time:
Length
Caller 1D
DTF

Rirg

Start Methad
Line Status
WLAN IF

File Name

Selected Column

|~

| Hello,admin | Main Scraen Colurmn

22
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3. Select Configuration > System Configuration > Playback Settings to customize Record
Playback screen columns.

<A Console - Microsoft Internet Explorer

Fle  Edt Wew Favortes Troks  Help

eﬁack - \‘) B @ (h pSear(h siL\(Famntes o Bv ; [ - |_'J ©

Address @ http:§192.168.0.10/Console. asp

B> B

| Hello,admin | Console

Configuration | Record Data Search  System Log Backup Status 2008/11/26 15:57:12
Systern Configuration | Main Screen Column e | Length | CallerlD | DTMF | Ring | StartMethod | Line Status WLAN P
Engineer Configuration | Playback Settings LeEt PaEHo || BREREEse! | IR

o 2 Phone02 Agentd Channel Settings Local Phone | Disconnected | 192.168.0.103

O s Phone03 Agent] Systern Work Hour 00:20 Local Phone 192.168.0.103

O 4 Phaone0d Agentd User Account Local Phone  Disconnected | 1921680103

Change Password

@ Trusted sites

&] wParam=59

4. Double click the column(s) you wish see on the Record Playback window. Also, choose the
maximum records displayed per page. To use the default setting, just click OK.

2 Playback Settings - Microsoft Internet Explorer

|Hello admin | Playback Settings

Awailable Colurmn Selected Column

Channel
Record Method
Start Time

End Time
Length

Agent

Phane Numhber
DTHF,
CallerID
Permanent
Remark.

Ring

PerPage O 100 ® 200 ©500 Records

| osam

23



C. CHANNEL SETTING
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This setting is used for channel identification and for defining the maximum record length, invalid record

length and alarm.

1. Select Configuration > System Configuration > Channel Settings.

3 Console - Microsoft Internet Explorer

Ele Edt View Favorites Tools Help
Qut- © MR G Lo froens @ -2 @ -[JE Q
Aekdress ] hetp:fj192.166.0.10/Cansole asp v B ks
| Hello,admin | Consale
Configuration | Record Data Search System Log  Backup Status 2008/11/26 16:01:41
Systemn Configuration | Main Screen Column he | Length | CallerlD | DTMF | Ring | StartMethod | Line Status WLAN [P
Engineer Configuration |  Playback Settings Locsl Phone | Disconnected | 192.168.0.103
O 2 Phone02 Agentd Channel Settings Local Phone | Disconnected | 192.168.0.103
0O 3 Phoned3 Agentd System Work Hour 00:20 Local Phone 192.168.0.103
O 4 Phone04 Agentl) User Account Local Phone | Disconnected 192 168.0.103
Change Password
&] wParam=99 @ Trusted sites

2. Select the channel from the list and enter the agent name and the phone number for that channel.
Change other parameters if necessary. For parameter definitions, please refer to the Reference
Guide section. Click OK when done.

A Channel Settings - Microsoft Internet Explorer,

Management v2.21

| Hello admin | Channel Settings

Channel

S R —
1 Phone Number I:l

2 Max. Record Lenath | | Sec

3 Min. Record Length I:'Sec

Line Idle Alarm Time: I:l in

Recording Controlled by DTMF - @ Mo O'Yes

Channel ¥Work Hours | Full Time Recording ~ +
0K
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D. SYSTEM WORK HOURS
System Work Hours defines the system’s working day and time. This helps in conserving disk space and
allowing privacy for off-hour phone conversations.

1. Select Configuration > System Configuration > System Work Hours.

3 Console - Microsoft Internet Explorer

Ble  Edt Wew Favortes Troks  Help

Q- O KRG S search S Fovertes 2 R- Dﬂ M-LJE

cliress | €] hip:}1192,158.0,10/Cansele. a5 B s >
| Hello,admin | Console

2008/11/26 161813

Systemn Configuration Main Screen Column he | Length | CallerlD  DTMF | Ring | Starthethod | Line Status WLAN [P
Engineer Configuration |  Playback Settings ezl i || Chzmmees | JRTEI 00
O =z Phone02 Agent] Channel Settings Local Phone | Disconnected | 192.168.0.103
0O 3 Phoned3 Agentd Systemn Work Hour 00:19 *0 Local Phone 132.168.0.103
O 4 Phone04 Agentl) User Account Local Phone | Disconnected  192.168.0.103
Change Password

] wParam=99 @ Trusted sites

2. Enter the day and time, then click Add. Multiple entries may be entered. Click OK then Close.
Leave it blank if full time recording is desired.

2) System Work Hour - Microsoft Internet Explorer

[ Hello admin | System YWork Hour

M 0& . |oo -1z 0o Del

v = Del

Monday
Tuesday
‘Wednesday
Thurday
Friday
Saturday
Sunda
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E. USER ACCOUNTS

Chapter 2: Parameter Settings

User Accounts is used for adding, deleting and defining users who can access VLAN-164. Only users
defined as administrator can add users and set permissions. Initially, use the default administrator user

‘admin’ to add new users.

ADDING USERS
1. Select Configuration > System Configuration > User Account.

3 Console - Microsoft Internet Explorer,

Fle Edit Yiew Favortes Tooks Help
Qe - ©  [H [&] @ Poorer v @ (3- 2 @ - [JE
ke ] hetp:7j192.166.0.10/Cansole asp B>
| Hello admin | Console
Configuration | Record Data Search Systemn Log  Backup Status 2008/11/26 161931
Systern Configuration » Main Screen Column he | Length | Callerld  DTMF | Ring | StartMethod | Line Status WLAN P
Engineer Configuration »  Playback Settings Lol Pimie || Disemmesie) || 121G 10
o 2 Phaonel2 Agentd Channel Settings Local Phone  Disconnectsd  192.168.0.103
O 3 Phone03 Agentl Systemn Work Hour 0019 “0 Local Phone 1921680103
O 4 Phone04 Agentd User Account Local Phone | Disconnected | 182.168.0.103
Change Passwoard
&] wParam=33 @ Trusted sites

2. Click the Add button.

2 User, Account - Microsoft Internet Explorer,

Managerment v2

B

| Hello admin | User Accoont

User

Ol Administrator OConsole
O System Record Time haonitar
O Create User
[ Agent Setup

ORecord Controlled by S

O Query
OPlayback

Creation Date
Expiration Diate

Last Log-in
Last Modified :
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Chapter 2: Parameter Settings

3. Enter the username and password of the user. Select the rights and accessible channels you want
for the user. Hold down the CTRL key when selecting multiple channels. Also, enter the Expiration
Date for the user. Click OK when done.

2 User Account - Microsoft Internet Explorer,

| Hella, admin | User Accoort

User Password
O Administratar [l Console [ Query

[l System Record Time [ Monitor [ Playback
OCreate User el

[ Agent Setup AgentlZ PhonelZ

3 3 in
ORecord Contralled by SAY 4 Ageni0d Phone0d 4 Agentld

Creation Date

Expiration Date

Last Log-in
Last Modified :

o [Foun |

MODIFYING USER RIGHTS

1. Select the user from the drop-down list.

EEX

| Hello, admin | User Account

3 User Account - Microsoft Internet Explorer.

ser rcrew )
O Administratar FConsole & CQusry
[ Systemn Record Time [#Monitor ¥ Playback
[ Create User
O Agent Setup 2 Agen?

3 in
ORecord Controlled by SAd 4 Agentdd

Creation Date - 2008/11/27 9:48:51

Expiration Date - [2008/2/27 000

Last Log-in - Mo Record Found!
Last Maodified : No Record Found!

[ ovson oo [reun

2. Make all the necessary changes then click Update.
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DELETING USER
1. Select the user from the drop-down list then click Delete.

2l User Account - Microsoft Internet Explorer

| Hello admin | User Account

User (w9

O Administrator ] Console [l Query
[ Systermn Record Time [ Monitor [ Flayback
Al
D Create User 1 Agentdl Phonell
O Agent Setup 2_Agentlz Phonel2
Record Controlled by S m-:; E[
entl onel

Create Date: 2008/10/30 10:16:55

Expire Date
Last Log-in B9/12/31 16:0:0
Last Modified 2008/10/30 10:17.28

ovson [ oo

CHANGE PASSWORD

10. Select Configuration > System Configuration > Change Password.

<A Console - Microsoft Internet Explorer

Fle Edt Vew Favortes Tooks Help [
Q- Q [¥RAG ) sewch 57 Favares €2 R- D‘ m-LJE
Aeiress | ] hitns}{192.158.0, 10} Console. asp DR

| Hello admin | Console

2008/11/27 09:51:38
Systern Configuration | Main Screen Column e | Length | CallerlD  DTMF | Ring | StartMethod | Line Status WLAN [P
Engineer Configuration |  Playbacdk Settings LocslPhone | Disconnected | 192.168.0.103
O 2 Phone02 Agentd Channel Settings Local Phone | Disconnected | 192.168.0.103
O 3 204 Alsin Systern Work Hour 002 Local Phone 192.168.0.103
O 4 Phaone04 Agentd User Account Local Phone  Disconnected | 1921680103
Change Password

&] wParam=59 & Trusted sites
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Chapter 2: Parameter Settings

11. Enter the current password in Current Password. Enter the new password in New Password and
confirm it. Click OK to Finish.

2l Change Password - Microsoft Internet Explorer,

FPowered by ELETECH

| Hello,admin | Change Password

Current Password
Mew Passward
Confirm

Hello admin

[

12. Click OK.

Microsoft Internet Explorer |g|

' ': Fassword Has Been Changed
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Chapter 2: Parameter Settings

F. RECORD SETTINGS

Record Settings is used for setting the channel identification (especially when using multiple VLAN devices
in one LAN), the recording volume and the trigger method. By default, the system automatically assigns
identification for each channel. If you're recording analog lines, you may skip this step (default values will be
used) and proceed to Recycle Setting.

1. Select Configuration > Engineer Configuration > Record Settings.

3 Console - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help
Qe - © B @ ;;j ) search ‘\Z:\L!‘Favuntes @ 2 :i' M-LJE
cliress | (€] hp:}1192,158.0,10/Cansele. a5 B s >
| Hello,admin | Console
Configuration | Record Data Search Systemn Log Backup Status 2008/11/27 10:10:03
Systern Configuration >‘ Status | StanTime  EndTime  Length  CallerlD  DTMF | Ring  Starthethod | Line Status WLAN [P
Engineer Configuration ¥  Recycle Settings | ezl i || Cizemmeess | JI2E0 00
O 2z  Phonel2 Aggmuﬁi Record Settings Local Phone | Disconnected  192.168.0.103
0 3 204 Alsin Idle | 094023 09:40:25 00:02 Local Phone 192168.0.103
O 4  Phonedd AgentDd  Idie Local Phone | Disconnected  192.168.0.103
€] wParam=99 @ Trusted sices

2. Select the channel you wish to modify from the list. Make all necessary changes and click Update
to finish. For the field definitions, refer to the Reference Guide section.

7 Record Settings - Microsoft Internet Explorer @=E

| Hella admin | Recard Settings

ement v2 21

Channel
Selact All
1
2
3 VLAN P Codec ®IMA3B2K) O Lineart128K) O uLaw(G4k)
4 Device Type vian ©100 @400 Pre Amplifier Q0db @ Bdb O12db O 20db
Line No 01 02®3 04 Record Gain (db)

Start Method @ Local OWOX O Manual
VOX Level 500 Jo-10000;
Stop Delay ms

Morniitor Port DTMF Detect  OND ®YES
[ oo [ opans [ nin

Voice Port

Command Port

30



Chapter 2: Parameter Settings

G. RECYCLE SETTINGS

Recycling is the process of deleting old records from the hard drive in order to make room for new ones.
Recycle Setting is used for defining the rules on recycling. The system always deletes the oldest records
when recycling.

1. Select Configuration > Engineer Configuration > Recycle Settings.

<A Console - Microsoft Internet Explorer

Fle Edt Vew Favortes Tooks Help
Qo O [ B & Pwws Soroenn @3- % m-LEH
Address @http:fﬂlQZ‘IEE‘D‘IWCDHSUIE‘ESD v‘ Go |Lirks P
| Hello admin | Console
Configuration | Record Data Search System Log Backup Status 200811427 10:11:31
Systern Configuration >‘ Status | StartTime  EndTime  Length  CallerlD  DTMF | Ring StatMethod  Line Status WLAN [P
Engineer Configuration o  Recycle Settings | ezl e || Cisemmeess | JU2TE0 00
O 2  Phonel2 Agenl[l% Record Settings Local Phone | Disconnected | 192.168.0.103
0O 3 204 Alvin lelle: 09:40:23 09:40:25 00:02 Local Phone 192.168.0.103
[ 4  Phonedd AgentDd  Idie Local Phone | Disconnected | 192.168.0.103
] wParam=99 @ Trusted sites

2. Recycle when less than is the amount of remaining space to trigger the recycling. Per Deletion
defines how much old records are to be deleted per recycling. In addition, Keep Records for
allows you to set how many days a record should be kept in the system. However, if a recycling is
started due to low disk space, the oldest records will be deleted no matter how many days the
system is supposed to keep them.

3 Recycle - Microsoft Internet Explorer,

| Helln adrmin | Recycle

Web Management v2.21

Storage Capacity BI395MEB
Used Space 58987MB(S5.01%)
Free Space 10408MB

Recycle When Less Than |1000 B
®@PerDeletion |1000 B
O Keep Records for (999 Days

[ ok |
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Chapter 2: Parameter Settings

EXCEPTIONS ON WINDOWS XP FIREWALL

The system uses specific ports critical for it's normal operation especially when VLAN-164 is being accessed
through the web remotely. These ports are usually blocked by the Windows Firewall so you must add
exceptions to these ports.

1. Select Start > Control Panel > Windows Firewall. Click the Exceptions tab. Click the Add Port
button then add the following ports: 6000, 6101, 6102, 6103, 6200, 6201, 6202, 6500, 7100, 7110,
7120, 7402, 7403, 80.

= Windows Firewall

General | Exceptions | Advanced

Windows Firewall iz blocking incoming netwark, connections, except faor the
programs and services selected below, Adding exceptions allows some programs
to wark, better but might increaze vour security risk.

Programs and Services:

M ame
FO00
B100
E101
B102
B103 —
E200

B2

B202

ERO0

[w] 7100
Wl 7110

(1>

£

| 4ddPogram.. | | addPot. ||  Edt. ||  Delete

Dizplay a notification when Windows Firewall blocks a program

Wwhat are the rizks of allowing exceptions?

(] l [ Cancel

2. Click OK to close the Windows Firewall window. Try accessing VLAN-164 from another computer
(be sure to add the IP address of the host computer to the trusted site as described earlier). Check
and see if the system works correctly.
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Chapter 3: Start Live Monitoring

lll. LIVE MONITORING

The system provides an easy way to monitor a call in real time. However, only one call can be monitored at
one time.

1. From the list of channels, choose one channel that is active and check the checkbox next to the
channel number. You should now be able to listen to the call played through the speakers. The icon
(man with earphones) indicates that the channel is currently being monitoring

3 Console - Microsoft Internet Explorer

File Edt View Favorites Tools Help
Al @ A > B
Q- QO KRG SOseuen Sleravares €8 (- w - [ E
cliress | ] hp:}1192,158.0,10/Cansele. a5 B s >
| Hello,admin | Console

Configuration Record Data Search Systemn Log Backup Status 2008/11/27 10:17:04
Channel | Phone Mumber | Agent Staws | StatTime | EndTime | Length  CallerlD DTMF | Ring | StartMethod | Line Status WLAN P
O i 203 Jessica  Idle Local Phone | Disconnected  192.168.0.103
O 2  Phonel2 Agentlz  Idie Local Phone | Disconnected 1921680103
Fez B 204 Alsin Fecording | 101647 0117 Local Phone 192.188.0.103
O 4  Phonedd AgentDd  Idie Local Phone | Disconnected  192.168.0.103

&] wParam=33 @ Trusted sites

To stop monitoring, just uncheck the checkbox.
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Chapter 4: Retrieve and Play Records from the Web

IV. ACCESSING RECORDS REMOTELY

After a call has been recorded, you can immediately access the record. Accessing the records is very easy
and convenient since you can do it directly from your web browser.

A. SEARCH AND PLAY RECORDS FROM THE LAN

Click Record Data Search.

3 Console - Microsoft Internet Explorer

Fle Edt View Favortes Took Help

eﬁack -Q B @ (h pSear(h x::(Famntes @ B' ; [ - I_.J ©®

cliress | (€] hp:}1192,158.0,10/Cansele. a5 B s >
| Hello,admin | Console

Configuration | Record Data Search | Systemn Log Backup Status 2008/11/27 10:17:45
Channel  Phone Mumber  Agent Status | StartTime | EncdTire  Length | CallerlD DTMF - Ring  Startbethod Line Status WLAN [P

o 203 Jessica  Idle Local Phone  Disconnected 1821680103

0o z Phonelz Agentlz  Idle Local Phone  Disconnected  192.168.0.103

O 3 204 Alin il 10:16:47 10:17:10 00:23 0117 Local Phone 1321680103

O 4 Phane04 AgentDd  Idle Local Phone  Disconnected = 1921680103

@ Trusted sices

] wParam=99

The following window appears.

2 Record Data Search -- Web Page Dialog

| Hello,admin | Recard Data Se

nagement w2.21

ETime Period O Channel O Agent OFhone Mumber

—
(2008 %] Year [11 %] Month [27 %] Day
0~ Hour Mmute Secoﬂd

to

=
(2008 (9] veer [11 ] monn (27 ) Day
Hour Iinute Second

OLength

OCaller IO

ODTME

ORemark

[0 Permanent Recording File

ORing
@Inout OCallln ©Call Out OMissed cal

==

AN L) o (R,

P binp - Pk

Clicking OK at this point will retrieve all records for all channels. To filter your search, check the
Time Period checkbox and enter the time range of the records you wish to retrieve.
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Chapter 4: Retrieve and Play Records from the Web

To filter your search per channel, check the Channel or Agent checkbox and select the target
channel(s) or agent(s) on the list. You can select multiple entries by using the [ctrl] or [shift] key.

You can further narrow the search by the Length of recording, the Caller ID, the DTMF (outbound
number), the Remarks, the Permanent files (files that never get deleted by the disk recycle process),
number of Rings, or the call direction (in, out, missed). When a box is checked, a corresponding dialog
box will pop up for you to enter more information about the search.

Click OK to start the search. When the search is done, a window similar to the following will pop up. It
will disappear shortly by itself If the search produced less than 1000 records. Otherwise, it will stay until
you click Query to continue or click New Search If you change your mind and wish to do a new search.

3 Record Data Search - Microsoft Internet Explorer,

| Helln adrmin | Record Data Search

gement w2.21

Search Result
Total Records: 10
Start Date . Thursday, October 30, 2008 9:.56.10 Ak

End Date - Thursday, October 30, 2008 10:41:15 Ak

== v enc

< il

|

After you click Query, a window similar to the following will appear.

2 Record Data Search - Microsoft Internet Explorer

| Hello,admin | Record Data Search

Al Channel  Phane Mumber — Agent Ring Start Tirne End Time Length = Caller D DTMF.  Remark = Permanent
(mj] 3 Phonel3 AgentD3 0 2008-10-30 09:56:10  2008-10-30 09:66:46 36 o7 _‘I
F 3 Phonel3 AgentD3 0 2008-10-30 10:03:30  2008-10-30 10:03:41 11 il
FlE 3 Phonel3 AgentD3 0 2008-10-30 10:21:18 = 2008-10-30 10:21:53 40 213
4 3 Phonel3 AgentD3 0 2008-10-30 10:28:08  2008-10-30 10:26:14 B 168
s 3 Phonel3 AgentD3 0 2008-10-30 10:28:14 = 2008-10-30 10:26:16 2
O& 3 Phonel3 AgentD3 0 2008-10-30 10:26:18 | 2008-10-30 10:29:50 212 mest
Or 4 Phoneld AgentDd 0 2008-10-30 10:40:39  2008-10-30 10:40:50 1" o7
e 4 Phoneld AgentDd 0 2008-10-30 10:40:52  2008-10-30 10:40:54 2
O9 2 Phoned2 Agentl2 0 2008-10-30 10:40:54 | 2008-10-30 10:41:04 10 o7

O1o 1 Phoned1 AgentD1 0 2008-10-30 10:41:07 | 2008-10-30 10:41:18 1" o7

Page 1/1 Total Records 10

Stop Repeat Elapsed
UP |Page Down | First Page

ew Search| Export Remarl YD ‘
] o | | 538 28| e ] e
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Chapter 4: Retrieve and Play Records from the Web

The results are listed in ‘pages’. The records are listed in chronological order. To sort the records in any
other way, click the corresponding column header.

Each page contains up to 200 records by default. If there are more than 200 records, the last page will
be displayed. To go to another page, click Page Up, Page Down, First Page or Last Page. To start a
new search, just click the New Search button. To export records to MS Excel, select the records by
checking the checkbox on the left then click the Export button.

To add a text comment to the record, select the records by clicking the checkbox on the left then click
the Remark button. In the Remark window, you can also mark this record as permanent and it will
never be deleted by the disk recycling process.

2 Console -- Web Page Dialog

2
Channel 3
Phone Mumber | 204
Agent Alvin
Ring 0
Start Time 2008-12-12 10:43:32
End Time 2008-12-12 10:43:55
Length 23
Caller ID
DTHE. 107
Permanent Mo v
Phone call from Eric
Eemarlk 20
http:ff192.168.0, 10fRemarkFrame, asp @ Trusted sites

2l Console -- Web Page Dialog

2
Channel 3
Phone MNumber | 204
Agent Alwrin
Ring 0
Start Tume 2008-12-12 10:43:32
End Time 2008-12-12 10:43:55
Length 23
Caller ID
DTHF. 107
Permanent
call from Eric
Eemarlk 20
http:ff192.168.0, 10fRemarkFrame, asp @ Trusted sites
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Chapter 4: Retrieve and Play Records from the Web

To play a record, just double click it. Make sure there are speakers connected to your PC.

2l Record Data Search - Microsoft Internet Explorer

| Hello,admin | Record Data Search
[CIAIl| Channel | Phone Number | Agent | Ring Start Time End Time Length | Caller ID | DTMF. | Rernark | Permanent
=] 3| Phonena Agent0d | 0| 2008-103009:56:10 | 2008-10-30 09:56:46 £ oz H
=P 3| Phone0d Agent0d | 0| 2008-103010:03:30  2008-10-30 10:03:41 1 0
mE] 3| Phonena Agentid | 0 20081030 10:2119 | 2008-10-30 102158 o 273
04 3| Phonena AgentDd | 0 20081030 10:2608 | 2008-10-30 102614 8 168
Os 3| Phonend Agentid | 0| 20081030 10:26:14 | 2008-10-30 102616 2
m[ 3 | Phone03 Agent03 0 20081030 10:2618 | 20081030 10:23:50 | 212 1631
or 4 Phonend AgentDd | 0 20081030 10:4038 | 2008-10-30 10:4050 1 oz
s 4 Phonend AgentDd | 0 20081030 10:4052  2008-10-30 10:4054 2
mE] 2 Phoned2 Agentl2 | 0 2008-10-3010:4054  2008-10-30 10:41 04 10 oz
Oin 1| Phonedt Agent0l | 0| 20081030 10:41:07 | 2008-10-30 10:41:18 1 o7
Page 1/1 Total Records 10
Matk Play Pause Slop  Repeal  Elapsed
0027
New Search| Export || Remark e ;
= A0332

Sometimes it is desired to play just a section of a record. To do this you will need to play the record and

START END
hAARE and hAARE

mark the section by clicking
FLAT REP.
click M™ARE  to play the section once, or to play it repeatedly.

when the playback gets to that point. Then you can

3 Record Data Search - Microsoft. Internet Explorer

| Hello,admin | Record Data Search
CJAlIl Channel  Phone Number — Agent  Ring Start Time End Time Length  Caller ID | DTWMF. = Remark = Permanent
gl 3 Phoned3 Agent3 0 2008-10-30 09:56:10 | 2008-10-30 09:55:46 3k o7 A
Oz 3 Phonel3 AgentD3 0 2008-10-30 10:03:30 | 2008-10-30 10:03:41 1" htl
15 3 Phone03 Agentl3 0 2008-10-30 10:21:19 | 2008-10-30 10:21:59 40 213
O4 3 Phone03 AgentD3 0 2008-10-30 10:26:08 | 2008-10-30 10:26:14 B 166
Os 3 Phone03 AgentD3 0 2008-10-30 10:26:14 | 2008-10-30 10:26:16 2
Os 3 Phoneld AgentD3 0 2008-10-30 10:26:18  2008-10-30 10:28:50 212 01681
Oz 4 Phoneld Agent4 0| 2008-10-30 10:40:39 | 2008-10-30 10:40:50 11 0117
Os 4 Phonelld Agentld 0 2008-10-30 10:40:52 | 2008-10-30 10:40:54 2
Os 2 | Phonel2 AgentD2 0 2008-10-30 10:40:54 | 2008-10-30 10:41:04 10 0117
(mE[i] 1 Phonelt Agentl)t 0 2008-10-30 10:41:07 | 2008-10-30 10:41:18 11 0117
R (WP 1 Mark Play Pause  Stop  Repeat  Elapsed
0036y 0327
ew Search| Export Remark ]
= 0Z.07 0332

To toggle between relative and absolute time during playback, click
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Chapter 4: Retrieve and Play Records from the Web

Save as allows you to save the record(s) to another drive or folder. First select the files to be saved,
then check the Save As box and enter the path before clicking Save.

3 Record Data Search - Microsoft. Internet Explorer

| Hello,admin | Record Data Search
CJAll Channel  Phone Number — Agent | Ring Start Time End Time Length | Caller D DTMF. = Remark | Permanent
O 3| Phone03 Agent03 0| 2008-10-30 09:55:10  2008-10-30 09:55:45 36 017 B
02 3| Phone03 Agent03 0 2006-10-30 10:03:30  2008-10-30 10:03:41 11 0
Os 3| Phone03 Agent03 0| 2008-10-30 10:21:19  2008-10-30 10:21:53 40 213
Os 3| Phone03 Agent03 0| 20081030 10:25:08  2008-10-30 10:25:14 6 168
Os 3| Phone03 Agent03 0| 20081030 10:26:14 | 2008-10-30 10:25:16 2
m[] 3 Phoned3 Agent03 0 20081030 10:26:18  2008-10-30 10:28:50 212 01681
Or 4| Phone04 Agent0d 0| 2008-10-3010:40:39  2008-10-30 10:40:50 11 0117
Os 4| PhoneD4 Agent0d 0| 20081030 10:40:52  2008-10-30 10:40:54 2
m[:] 2| Phoned2 Agent02 0| 20081030 10:40:54  2008-10-30 10:41:04 10 0117
O1o 1 Phonedt Agent0] 0| 2008-10-3010:41:07 | 2008-10-30 10:41:18 11 o117
R rToaI Records:10 Mark Play Pause Stop  Repeal  Elapsed
ew Search|| Export Remark '%;\
Save 0207 A 033

Click OK

Microsoft Internet Explorer |E|

' Saved
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B. SEARCH AND PLAY RECORDS FROM THE INTERNET

One of VLAN’s most powerful features is its accessibility from anywhere at any time as long as you have
access to the Internet. For this purpose, some ports need to be opened in your network router/gateway
configuration. The following ports are what need to be opened:

1 Port Mapping
Network Service

Ethernet Service Type Source Port Target Port Target IP
TCP 7110 7110 192, 168,100,173
TCP 7402 7402 192,165, 100. 1749
TCP G300 5200 192,165, 100. 1749
TCP Ga0z G302 1892165, 100. 1749
TCP G100 5100 1892165, 100. 1749
TCP 6101 E101 192 168,100,179
TCP 6102 E102 1898 1658.100. 179
TCP G200 200 192 168.100.179
TCP 6201 201 192 165.100. 1749
TCP &0 a0 192 165.100. 1749
TCP G000 5000 192, 168,100,173
TCP 7oog Foaa 192, 168,100,173
TCP 7120 7120 192,165, 100. 1749
TCP 7403 7403 192,165, 100. 1749
TCP G301 53501 1892165, 100. 1749
TCP G202 5202 1892165, 100. 1749
TCP 500 2800 192 168,100,179
TCP 5900 2800 192 168,100,179
TCP 7100 7100 192 165.100. 1749
Satting

Enter all 19 ports on the port mapping (or port forwarding) configuration of your network router/gateway
along with the TCP service type. The Target IP represents the IP Address of your VLAN Server. For further
assistance, please contact your network administrator.
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V. SYSTEM LOGS

The system creates Logs that are very helpful in tracking system activities and trouble shooting problems.

A. RECYCLE LOG

Recycle Log contains information about the records that have been deleted.

1. Select System Log > Recycle.

3 Consola - Microsoft Internet Explorer, FEX
Ele Edt Yew Favorites Toos Help &
Qe - © ¥ [B @ O Fproois @ -4 B -[JEA
ctivess | ] hitpy192.168.0.10/Console.asp v Be ks ?
[ Hello admin | Cansole
Configuration Record Data Search | System Log | Backup Status 2008/10/30 11:05:21
Channel | PhoneMumber | Agent || Recal  Recycle fne | Length | CallerlD | DTMF | Ring | StatMode | Line Stetus WLAN P
[ 1 | Phonedl Agentdl | ldle Systern Operation [P_| 0001 Local Phone | Disconnected | 192.168.0.103
[ 2  Phoned2 Agend? | ldle User Operation | 0001 Local Phone | Disconnected | 192.168.0.103
[J 3  Phonet3 Agentd3 | ldle Tllegal Login e | o018 | 213 4 | Local Phone 192.168.0.103
[0 4  Phonedd Agentd | ldle 104052 104054 0002 LocalPhone | Disconnected | 192.168.0.103
&1 wparan=o9 & Trusted sites

You can browse from one page to another by clicking the page hyperlinks. To delete all entries, click the
Delete All button. To delete specific entries, first select the ones you wish to delete then click the
Delete Selected button.

2 Data Deletion Record - Microsoft Internet Explorer,

| Hello admin | Data Deletion Record

D [pata Start Time Data Erd Time Deleted Data (MB) Deletion Start Time Deletion End Time
Page 0/0 ==

Ho More Record Found
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B. SYSTEM OPERATION LOG

System Operation Log contains information regarding the operation of the system.

1. Select System Log > System Operation.

3 Console - Microsoft Internet Explorer CEx

Ele Edt Vew Favorites Tooks Help
[ I i
OO HEG Poo oo @ @%@ -LE
Adliess | €] hitp:1152.168.0. 10/Console.asp B B
| Hello,adrmin | Console

Configuration Record Drata Search | Systemn Log | Backup Status 2008/10/30 11:0&09
Channel | Phone Mumber — Agent || Recol  Recycle e | Length | CallerlD | DTMF | Ring | StatMode | Line Status VLAN IP
O Fhone0l Agent0l  Idle Systermn Qperation o 00:01 Local Phone | Disconnected  192.168.0.103
O 2  Phanetz Agentlz | Idie User Operation P 00:01 Local Phone | Disconnected | 192.168.0.103
[0 3 | Phoned3 Agentdd | Idie Illegal Login e 0018 | 213 4 Local Phone 192.166.0.103
O 4  Phonedd Agentdd | Idie 104052 10:40:54 00:02 Locel Phone | Disconnected | 192.168.0.103

& wparam=92 @ Trusted sites

You can browse from one page to another by clicking the page hyperlinks. To delete all entries, click the
Delete All button. To delete specific entries, first select the ones you wish to delete then click the
Delete Selected button.

B Systom diperation Recerd - Wicrassfl Imernet Explarer

ID | Program Operation Betrestion Slroe
[ (et | anichg b | St Vi S OO o AN
1 2901 [VLanfchahde | Shat Wlan Rchacls EOVIONANE G2 T AN

71 [2908E |VianGchedule | St WLAN Consoln Gordos. | DOY30V2008 S22 55 2N
[ (200 |Viansdeduis | St VLAN Plvback: Sareca | OV30Y2006 oot 00 M
[ o [varvachnti | St Lo Piond Servce || L5/2002000 S3tcnd A

] 2905 [VianGerer | Shart Wlan Garss LOVAOV2008 G:otc i 2N
Page 111 s ] 22

Tt Rocords 6 ([ SoRaA ) oui sesci] oo ]
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C. USER OPERATION LOG

User Operation Log contains information about the activity of each user.

1. Select System Log > User Operation.

3 Console - Microsoft Internet Explorer

Fle Edt Yew Favortes Tools Help "~
3 ( wds p= 8
Q- © M B Poewon frrome @ @3- % a0~ I
Address | @] i 1192,168.0,10/Consols.asp v B ks
[Hello,admin | Consale

Corfiguration Record Data Search | Systermn Log | Backup Status 2008/10/30 11:09:51
Channel | FhoneMumber — Agent | Recof  Recycle e  Length | CallerlD | DTMF | Ring | StartMode | Line Status VLAN P
O 1 Phanedt Agentdl | Idle Systemn Cperation P 00:01 Locel Phone | Disconnected | 192.168.0.103
O 2  Phone2 Agentl2 | ldie User Operation 00:01 Locel Phone | Disconnected | 192.168.0.103
[0 3  Phonedd Ageni0d | Idle Tllegal Login e o016 | 213 4 Local Phone 192.168.0103
O 4  Phonedd Agentdd | Idle 104052 10:40:54 00:02 Local Phone | Disconnected | 192.168.0.103

| &] wparam=as @ Trusted sites

You can browse from one page to another by clicking the page hyperlinks. To delete all entries, click the
Delete All button. To delete specific entries, first select the ones you wish to delete then click the
Delete Selected button.

i Ligar Cparatian - Microsalt dstarnal Explorar

| Bslia agmis | Liser Ciaeradian

O SeeticalD|Lbser | Opsrabion S Ciperathar Deataik
[ B0 |1 23raas ||admin | 073072008 10051068 AR | admin i WincwanoueySat.ao [Pe 100 128 0. 10
[ Fe2m |F=1737343 ||admin | 1073007008 1055214 80 | sdmintoommd winckmrinausy Ve oo P= 152 102U 010
1 8329 |2507zF3 || admin | LOGA0IS008 LOcT2:LT A | sdmindoorsmsd Wincowsinauiny et 4 [P= 152, 0580, 00
[7 B33 251720343 |admin | 073072008 110715 AN |adminsoemed Pindowiherpoda\iaw.ap IP= 102 1620010
[ [z [ avaraan farin | uoianynog 13:07-15 ant |adrnacemind wndkwabes plavies op Pe 192 160010
[ 8232 |Zs17z734z ||admin | 1073002008 110802 &0 | sdminCiesd Wirdges Aecyteties 3o [P= 192, 0208.0.10
.E 8333 | FTUTETME ||admin | L0Y3072008 1100854 AR [dmineccoe o Wincow =S s bemoperationiiew o 9= 192 1620 10
[ B 250757343 |aaiiin [A0707A008 1350854 A0 |adinubos s Wnckwes s e pertioniim g e L2 1550 L)
] [maos |=awaraaa [admn [uoianson 12:10:97 ar | dmincisd wirdma SrbeamCpenatior e, rig [P 1625501050
] B3 | Z51737343 admin | 10730/3008 11: 11402 &0 [sdmintores s Wincws seDoerston'esy 1o [P =192, 168,010
17 3307 |Z5072ra 3 admin [ LO730008 12010002 A | adminSocoenod Window s o nan yiontiow. 2p [P =100, 368 0,30
FPageT!T === 17 3458 T2

Tetat Fecorgs 101 [ BelectMl | [ Delete Seiecied | [ Dotz il | FapsUp |
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D. ILLEGAL LOGIN LOG

lllegal Login Log contains information about unsuccessful login attempts.

1. Select System Log > lllegal Login.

3 Console - Microsoft Internet Explorer. FEx
Ele Edt Vew Favorites Tooks Help [
OO HEG Poo oo @ @%@ -LE
Adliess | €] hitp:1152.168.0. 10/Console.asp B B
| Hello,adrmin | Console
Configuration Record Drata Search | Systemn Log | Backup Status 2006/10/30 11:19:36
Channel | Phone Mumber — Agent || Recol  Recycle e | Length | CallerlD | DTMF | Ring | StatMode | Line Status VLAN IP
O Fhone0l Agent0l  Idle Systermn Cperation 0 00:01 Local Phone | Disconnected  192.168.0.103
O 2  Phanetz Agentlz | Idie User Operation P 00:01 Local Phone | Disconnected | 192.168.0.103
[0 3  Phonedd Agentdd | Idie Illegal Login g 0053 | 213 “ 2 Local Phone 192.166.0.103
O 4  Phonedd Agentdd | Idie 104052 10:40:54 00:02 Locel Phone | Disconnected | 192.168.0.103
& wparam=92 @ Trusted sites

You can browse from one page to another by clicking the page hyperlinks. To delete all entries, click the
Delete All button. To delete specific entries, first select the ones you wish to delete then click the
Delete Selected button.

B inegal Login - Mecrozalt lstarral Explarar

10 Legin Agert Frem Lirdl Legin [ [Tirnes

ok |aui |:||.|.':.\Lu.u :1.2.':1h.=.|4|1.|.|,m.|,|‘m.u 11748 BN |'.m|.w.u 10 I'. ||.-n| Piripword Brror l

Totsl Records 1 [ Sakecsa || Dsesa Sakced || Daewal |
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Backup Device View shows the backup device information including capacity, remaining space, usage rate

and time left.

1. Select System Log > Storage > Backup

Device View.

3 Console - Microsoft Internet Explorer

Fle Edt Vew Favortes Tools Help

O O BB G| Ome K= @3B 5-LEA

Aclivess | ] hitp/1152,168.0. 10fConsale.asp

v B ks

Configuration Record Data Search Systern Log | Backup Status
Channel | Phone Number | Agent | Record Status | StartTime | EndTime | Length | CallerlD

il Phonel1 Agentlll  Idle 10:41:19 10:41:20 oom Local Phone  Disconnected  192168.0103

oz Phonel2 Agentlz  Idle 10:41:06 10:41:06 oom Local Phone  Disconnected  192168.0103

0o s Fhone3 Agentd3  Idle 11146 11:12:38 0083 | 213 “0 2 Local Phone 192.168.0.103

O a Phonelq Agentdd  Idle 10:4082 104084 ooz LocalPhone  Disconnected  192.188.0.103
&] wParam=53 @ Trusted sites

| Hello,admin | Cansole

2008/10/30 11:33:16
DTMF | Ring = StartMode Line Status VLAN P

Click on the entry to show more information.

-

BEMNG Ewvervhourbackup Prj Event Time : 2007/05/17,19:12:48

BEMNG 20081209.Prj Event Tirme : 2008/12/12. 14:06:30
Fecord Serser: W92 168.0.1 0N LanSersar

Backup Device Llse in Serial Mode

Current Dewvice : F:

Capacity : 999468 Khytes

Femaining : 953056 Kiytes

Used Rate : 1.04%

Backup Status : MNext Backup Time 20081212, 15:0:0
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VI. BACKUP
Backup is a utility program that needs to be installed separately. To install VLAN-164 Backup, run
VLANBACKUP.msi from the VLAN-164 installation CD.

i& VLAN Backup

Welcome to the VLAN Backup Setup Wizard

The inztaller will guide wou through the steps required to install VLAN Backup on vour computer,

WARMIMG: This computer program iz protected by coperight law and intermational treaties.
Unauthonzed duplication or distibution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prozecuted to the masimum extent possible under the law.

Cahcel

Click Next.

i YLAN Backup

Select Installation Folder

The installer will install WLAN Backup to the following folder.

To ingtall in this folder, click "Mext”. Toinstall to a different folder, enter it below or click "Browse".

Folder:

CAWLAN-Backuph [ Browse. .. ]

| DiskCost. |

Inztall *LAMN Backup for yourzelf, or for anyone wha uzes thiz computer:

() Everyone

(=) Just me

Cancel l [ < Back l | Mewt >
Click Next.
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i VLAN Backup

Confirm Installation

The installer is ready toinstall WLAN Backup on pour computer.

Click "Mext" to start the inzstallation,

Cancel l [ < Back l | et >

Click Next.

& VLAN Backup

Installation Complete

WLAM Backup has been successfully inztalled.

Click. "Cloze™ ta exit.

You will need ta inztall MDAC 2.8 and up to make WLANE ackup work, pleaze download from
ticrozoft and ingtall it.

Cancel < Back

Click Close to finish the installation.
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Double-click the VLANBackup.exe shortcut on your desktop and select Project > New. The following
window appears.

Data Source Backup Rules
Record Server
@cevery |1 wlror [0 v|Minue 200008 S

QeEvery |1 w|Day 2:00:00 8 5

OEvery |1 w|Week Z:00:00 AW =

Osmw  OOmon [OJTue O wen
O OFr: O sat

QO Fromday |1 «|Of the month 2.00:00 &M =

v auto

OFromday [1 «| to [31 | OF the month
2:00:00 AWM =5

Backup Device
@ serial Q Paraliel (mp O &5 O mar O aer
[ = [C:]FIX DISK Capacity : 24397 ME O v O O O aus
] = [0:]FIX DISK Caparity : 70394 ME

Oser Qoct Ownov Ooec

[ = [F:]USE Storage Capacity @ 976 ME
¥ Record Data Interval

Start Time [1z11002008 =] [12:00:00 am =
End Time [1zr312999 | [1159:50 M =

Project Name | [ Activate

You can set VLAN Backup to automatically back up all records on specific dates and times. Check the
Auto box and enter the IP Address of your VLAN host computer.

Data Source Backup Rules
Record Server
@Every |1 w|Hour [0 v |Minute [zoooooam -

V¥t 192,1658.0.10vLan5 =
T LanServer | E O Every moay 2:00:00 AW <5
® charnel Q Agent SearchiiCfa)
O Every |1 w|week 2:00:00 &AM =5

fvailable Selecked

CH #001
oH #002 Osmw  OOmon  [OJTUE O wen
CH #003 THU FRI SAT
CH #004 o o -
O Fromday [1 | OF the month 2:00:00 M
OFromday |1 «| ta |31 | OF the month
Backup Device Z:00:00 M —o
@ Serial : Q Parallel O Ores Owsr  [Oaer
[ = [C:]FIX DIk Capac!ty 1 24997 MB Omay O um TN O aus
] = [C:]FIX DISK Capacity : 70394 ME
O=r DOocr Ownov  Ooec

] =a [F:]1USB Storage Capacity : 976 MEB
¥ Record Data Interval

Start Time l1zi1002008 =] J1z:00:00 M S
End Time [1z31j2999 = | [11:59:59 M =

Project Mame [~ Activate Save Exit
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Click the >> button to select all records from all channels that the system will back up.

Create a new Project

Data Source
Record Server

=[]

v auta "|,'|,192.168‘0.1D'|,\I'LanServer
& channel O agent SearchiCfa)
Available Selecked
CH #001
CH #002
CH #003
CH #004
Backup Device
@ serial Q Parallel

[ = [C:]FIX DISK Capacity : 24397 ME
] = [O:]FIX DISK Capacity : 70394 ME
] = [F:]1USE Storage Capacity : 976 ME

Backup Rules

& Every |1 jHour |U jMinute | 2 :00:00 AM
OEvery |1 = |Day 2:00:00 M =5
Overy |1 «|week Z:00:00 80 —H

Osmw  Omon [OJTuE O wen
O Orer O sar
Q Fromday 1 +|OF the manth 2.00:00 &M =

OFromday |1 «| to [31 | OF the month
2:00:00 AWM =5

Project Name ‘

Own  Oree Omer  Oarr
Omay O um O O aus
Os=ser Qoct Onov Ooec
Iv Record Data Interval
Start Time [1z11002008 =] [12:00:00 am =
End Time |1zt312999 | |1159im0 M =
I~ Activate Save Exit

Choose Serial to back up to drives in a serial fashion. Choose parallel for mirrored backup. Parallel
backup requires two or more backup devices. Select the backup device(s) from the list of drives.

Create a new Project

Data Source
Record Server

=[]

v auta "|,'|,192.168‘0.1D'|,\I'LanServer
& channel O agent Search{Cfa)
Avvailable Selected
CH #001
CH #002
CH #003
CH #004
Backup Device
@ Serial Q Paraliel

] = [C:]FIX DISK Caparity : 24397 ME
[ = [[:]FIx DISK Caparity : 70394 ME
% = [F:]USE Cap . ME

Backup Rules
& Every |1 jHUur |U jMinutE | 2 :00:00 &AM

OEvery |1 ~|Day Z:00:00 40
Oevery |1 «|Wesk Zi00:00 M 3
Osm  Omon [OJTue O wen
O OFr: O sat
QO Fromday |1 +|OF the manth 2.00:00 &M =

OFromday [1 »| to [31 | OF the month
Z:00:00 AW

Project Marme ‘

Oxw  Oree Omar  [Oarr
Omay O um O O sus
O=r DOocr Ownov  Ooec
¥ Record Data Interval
Start Time l1zi1002008 =] J1z:00:00 M =
End Time |1zt312099 | [1159:50 M =
I~ Activate Save Exit

Enter a project name for this scheme then choose the frequency of backup in the Backup Rules.
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Data Source Backup Rules
Record Server
@cevery [t w|Hor [0 ~|Minue 200008 S

W auta V1192, 1680 10Lanserver | E| Otvary [1 <Joar TR
- H H i

® channel O agent
fAvvailable Selected OFvery |1 w|Week 2:00:00 AWM =5
CH #001
CH #002 Osimw  Omon  Ome [Owep
peLalt ) THU FRI SAT
CH #004 o o o

QO Fromday 1 +|Of the month 2.00:00 &M =

QFromday 1 »| ta |31 «| OFthe month
Backup Device 2:00:00 M =5

Serial Parallel
© i : ® el Oxw Orfes  Omsr  Oaer
[ = [C:] FIx DISK Capacity : 24997 MB Owmer 0o O O aus

Os=ser Qoct Onov Ooec
Iv Record Data Interval
Start Time [1zpifzo0e - =] [1zocooam =
End Time |1zt312999 | |1159im0 M =

Project Mame ‘ 20081209 I~ Activate Save Exit

Check the Activate box then click the Save button.

Data Source Backup Rules
Record Server
@Every |1 w|Hour [0 ~|Minute [z.0mo0am -5

W auta 11192, 1650 10%Lanserver | E| Oty [1 <Joar TR
- H H jrwi

@ channel O agent
Awailable Selected OFvery |1 v |Week 2:00:00 AW =
CH #001
H #0027 Osm Omon [QOme [Owe
poLalt i) THU FRI SAT
CH #004 o o o

QO Fromday || +|OFf the month Z.00:00 &M ——

QFromday 1 »| ta |31 +| OFthe month
Backup Device Z:00:00 M~

Serial Paralel
© e : ® peele Ox Ore  Omar  Oaer
] = [C:]FIX DISK Capacity : 24997 MB O mar O un O O aus

[ = ["]FIx DISK Capacity : 70394 MB
=) 5 Oser QOQoct Onov  Ooec

[¥ Record Data Interval
Start Time l1zi1opz008 = J1z:00:00 am =
End Time |1zfa12999 | |1159i59PM =

Save Exit

Project Mame | 20081203

Click Ok.

Backup Message

f Write project success, 20081209.Prj
L
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Click Create as New Media.

Backup Message [ F: )

Mew media, dlick "Create" ko create a new media, click, "Change”
| Zhange media | Stop using it

You can format the media or just click Close if the media is formatted already.

Format USB (F:)

Capacity:

|o77 mB v|
File system

|FaT3z v|

Allocation unit size

|DeFauIt allocation size “ |

Valune label
| st |

Format options
] Quick Farmat
Enable Compression
Create an M5-DO0S startup disk.

[ ostart I Close l

Enter a Media Name for your own reference then click OK.

Media Mame | Backup|

Serial Mo, |
Create At |
Last use |
Start Record ID | 0
Start Record Ak |
End Record ID | Q0
End Record Ak |
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When the time comes for the system to back up, the following window will appear. Click OK and the
system will start to backup.

[ VLAN Diagital Recorder Backup Program ver. 2.2 (20081209.Prj : 192.16B.0.10) S|

Project  Manual  Media Tools  OperationLog  Media Plaver  Close

Backup Status ( F: )

Capacity 999468 KB
5B Free 994092 KB
Used 5376 KB

Utility Rate 0.54 %

Status:  copying files
File Mame : 0012008121 0WAKiIM204
1153948500003 weav
Time To Full :
Media MName . Backup

When backup is finished, it will show the next backup time

[ VLAN Diagital Recorder Backup Program ver. 2.2 (20081209.Prj : 192.16B.0.10) S|

Project  Manual  Media Tools  OperationLog  Media Plaver  Close

Backup Status ( F: )

Capacity 999468 KB
5B Free 989152 KB
Used 10316 KB

Utility Rate 1.03 %

Status:  Backup stop norrnally.
File Mame : 0012008121 2WAimM204
14043750003 weav

Time Ta Full: 2020
Media MName . Backup

MNext backup time : 2008/12/12, 15:00:00 0, 00:58:26
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After backup, you can access the record by clicking Media Player. This Window will appear :

VLANPlayer for Backup Media Ver 1.2

VLANS
= = @B Refresh
[CIFIX  [D]FIX [E1 [F] USB
DISK DISK CD-RW Storage
| en | Start Time Stop Time Length Caller ID DTMF Ri
< | 3
‘ e Volume  "em—m—
J 1] 50 100
Rate o ‘W v
- 0 +
>l | n| ¥ x| s 5 S
Infomation

VLAN Backup detects all drives on the PC, double click on the backup drive.

Search Records At F:

X

v Date and Time
124122008 ~|[12:00:00 AM —— ~ [12/12{2008 ~|| 2:07:29PM =
[ Record Length

Il]i fv = i N

[ Caller ID

[ DTMF

[ Remark

[ Rings

1] v = t'“): t'“(:

[ Channel

[ User Name

[ Phone Number

Cancel

Clicking GO will retrieve all records for all channels. To filter your search, check the
Time Period or other checkboxes and enter the value to search.
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ANPlayer for Backup Media Ver 1.2

VLANs

= = @ B Refresh
C1FX  DIFX  [E [BIED
DISK DISK CD-RW Storage

| _cH | Start Time | Stop Time Length Caller ID DTMF Ri
3 200812112 09:43:58 200871212 09:44:25 27 =) [
3 200812112 10:43:32 2008H12H2 10:43:55 23 107 i
3 20081212 10:43:56 20081212 10:44:01 5 107 i
3 2008/12112 10:44:04 0:. 308 1095 1
3 2008/12/12 1 142 ]
3 2008/12{12 11:40:43 _2008/1212 11:41:07

< | 2
) - Ready - Volume
il 100
Rate porera et
= - 0 +
> o fiftn v sl ¥  Sequential Quit
Infomation
Total Records : 6 Current Record : 6

Select the record and click play button to play

ANPlayer for Backup Media Ver 1.2

VLANs

=2 = @ 5B Refresh
[C1FIX [DIFX  [E]  [F]USB
DISK DISK

CD-RW  Storage

| _cH | Start Time | Stop Time Length Caller ID DTMF Ri
3 20000122 09:43:58  2008/12/12 09:44:25 27 =0 1
3 2008/12M12 10:43:32  2008/12/12 10:43:55 23 107 i
3 20081212 10:43:56  2008/12/12 10:44:01 5 107 i
3 2008/12112 10:44:04 2008/12112 10:49: 308 1095 1
3 2008/12112 1 il
3

< | b
2008{12f12 11:40:43 ) - Playing - 2008£12{12 11:41:07 Volume 3
I | | 0 50 100
11:40:50 Rate e [}—+
l:l ﬂ m g ﬂ E J fiftn v sl Save As ¥  Sequential Quit
Infomation
Total Records : 6 Current Record : 6
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Vil. REFERENCE GUIDE

CONFIGURATION > SYSTEM CONFIGURATION MENU

A. Main Screen Column

The Main Screen Column Window allows the user to select the information he wants to see on the display.
There will be one entry for each channel in the main screen view showing different status and information.

Note that if the System Work Hours has been set and the current time is out of the range, then the main
screen will be blank.

Furthermore, clicking on any column title will cause the entries to be sorted accordingly. Click the same
column title again to sort in the opposite order.

Once you have selected the desired columns to be displayed, press the “OK” button to save the settings and
press the “x” button to close the window.

Fix Column |3

Fixed Column — This box allows the user to enter the number of columns that will remain fixed on the left
side of the screen. This will ensure that these “anchored” columns will always be visible to the user
regardless of how far the screen is scrolled to the right.

Column Defined By User

Avalalble Column Selected Column

Channel -
Agent

Fecord Status

Ring

otart Time

Length

Caller ID

OTHF
W AR TF

Column Defined by User — Check this option if you would like to customize the columns on the main
screen. Double click an item from the “Available Column” list to move it to the “Selected Column” list, and
vice versa. The columns that appear in the “Selected Column” list will be displayed in the main screen, with
the first entry being the leftmost column.

See Channel Settings below for descriptions on the following columns: Agent, Phone Number,

See Record Settings below for descriptions on the following columns: VLAN IP, Channel, Voice Port,
Command Port, Monitor Port, Codec, Pre Amplifier, AGC, Start Mode, VOX Level, Stop Delay.

The following are descriptions on the other columns:

Caller ID - Indicates the telephone number of the caller if the line being recorded is caller ID enabled. VLAN
supports both FSK and DTMF caller ID types. To enable caller ID on your lines, please contact your
telephone service provider.

DTMF - Indicates the digits dialed when making an outbound call.

Start Time — Indicates the start time of the last call in the 24-hour time format (HH:MM:SS).

End Time — Indicates the end time of the last call in the 24-hour time format (HH:MM:SS).
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Hook — When the line is in use, “Off” appears. Otherwise “On” appears.
Length - Indicates the length of the last call.
Line Status — It is blank if a phone line is connected to this channel. Otherwise, “Disconnected” appears.

Path — This directory path is where the records will be stored. Each channel has a separate folder, and
each folder has a subfolder for each day. The records are in .wav format.

Record Status - If the channel is currently recording, “Recording” appears. Otherwise, “Stop” appears.

Ring - If an inbound call is being recorded, “1” appears. For outbound calls, “0” appears.
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B. Playback Screen Column

The Column Settings window allows the user to choose the information to display in the Playback window.

Available Column Selected Column
Fecord Mode 1D
Length Channel
Assignment Start Time
Caller 1D End Time
Fesersed Agent
Fermark OTHF.

Fing

FerPage O 100 ® 200 C500

s

Available Column - Double clicking an item to move it to the Selected Column list, and vice versa. For
descriptions on the columns, please see the “Main Screen Column” section.

Selected Column - This list contains the columns that will appear in the Playback window. The first entry
corresponds to the leftmost column. To remove a column from the list, just double click it.

Per Page — Choose the maximum number of records per page.
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C. Channel Settings

The Channel Settings window allows the user to set the following parameters of a channel:

Channel

Select Al Agent. |Alin EH
] Phone Mumber |204

2 Max. Record Length 1800 | Sec.

i tin. Record Length |3 Sec.

Line Idle Alarm Time 1440 | Min.
Recording Controlled by DTMF - @ Mo O'Yes
Channel Work Hours | Full Time Recording %

[ i

Agent — The name of the agent assigned to this channel. Click the button on the right to see a list of
available agents.

Phone Number — The phone number or extension number assigned to this channel.

Max Record Length — The maximum length (in seconds) per record. If the length of the call exceeds this
value, it will be recorded in multiple records. The default value is 1,800 seconds (30 minutes).

Min Record Length — Calls shorter than this length will not be recorded. Note that if the call exceeds this
length then the entire call is recorded, not just the portion of the call after this length.

Line Idle Alarm Time — The system will raise an alarm if no calls have been recorded on this channel for
this time period (in minutes).

Recording Controlled by DTMF - If Yes is selected, the recording will not be saved unless a specific string
of touch tones are pressed during the call. It allows the user to control, during or at the end of the call,
whether the recording should be saved or not. It is recommended that the string be selected to contain at
least three touch tones for better results.

Channel Work Hours — Sets the working time for this particular channel. This setting is specific to the
currently selected channel only.

Full Time Recording — channel will always be enabled.

e Stop Recording — channel will always be disabled.

e Select Recording Time — Specify the time period for the channel to record calls, expressed in 24-
hour time format (HH:MM:SS).
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D. System Work Hours

The System Work Hours window lets the user specify time periods in which the channels are enabled to
record calls. Note that these time periods apply to all channels.

| Hello adrmin | Systerm YWork Hoor

Daiky v 08 o |00 -2 a0

Daiky v

Choose a day from the list to have the periods applied to that particular day only, or choose “Daily” to have
the periods applied to everyday.

Then enter the time period in the appropriate fields. To add this entry, press the “Add” button. To delete an
entry, press the “Delete” button.

Press “OK” when done.
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E. User Account

The User Account window allows the administrator to add new users or update/delete existing users.

23 User Account - Microsoft Internet Explorer, E‘E‘El

| Hella, admin | User Accoort

User

O Administrator CConsole O Query
[System Record Time [CIhonitar O Playback
O Create User

[ Agent Setup

ORecord Contralled by SAY

Creation Date
Expiration Date

Last Log-in
Last Modified :

To add a new user, press the “Add” button. Enter the username and password. Select the privileges this
user will have. Finally, choose “All” to apply the privileges to all channels, or select a group of channels.

To update an existing user, select the user from the User list and click the “Update” button. To delete an
existing user, select the user from the User list and click the “Delete” button. The privileges are:

Administrator — User has all privileges.

System Record Time — User can access the System Work Hours window.

Create User — User can access the User Account window.

Agent Setup — Use can set up the agent’s name for a channel. Console privilege should also be granted.
Record Controlled by S/W — The right to start / stop recording by software when using manual record
method

Console — User can access the Main Screen Column window.

Monitor — User can do live monitoring.

Query — User can query the system.

Playback — User can play back records from the query result.
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F. Change Password

The Change Password window allows the current user to change his own password.

Hello admin

Current Password |:|
MNews Password |:|
Confirmation |:|

o =n
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CONFIGURATION > ENGINEER CONFIGURATION MENU

A. Recycle Settings

The Recycle Settings window provides the user with control over how recycling should proceed. Recycling is
the process of deleting old records to make room for new ones when free drive space has fallen below a
certain threshold. VLAN uses a first in first out recycling policy. This means that the oldest records are the

ones to be deleted first. All information provided in this window is specific to the drive where the records are
currently stored.

Storage Capacity G9395MEB
Used Space 48273MB(69 57%)
Free Space 21122MB

Recycle when Less than [1000 ME
® Per Deletion 1000 ME
O Keep Records for 999 Days

o

Storage Capacity — The storage capacity of the hard drive where all the records are stored.
Used Space — Amount of used space.

Free Space - Amount of free space.

Recycle when less than - This is the threshold level that will trigger the recycle process.
Per Deletion — The amount of records to be deleted by the system.

Keep Records for — Keep records for the number of days set here. But the records may still be subject to
deletion when the recycle threshold is reached.
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B. Record Settings

The Record Settings window allows the user to change various recording parameters. Setting these
parameters correctly is critical for optimal system performance.

Channel

Select All
1
2
&l YLANIP Codec OIMARE2K) O Linear(126K) O uLawiBak)
4 Device Type VLAN ©100 @400 Pre Amplifier ®0db OBds O12db O 20db

Line Mo 1 020304 Record Gain AGC ¥ |(db)

Start Mode @ Local Ovox OManual

Yoice Part VOX Level 0 (0-10000)

Command Port Stop Delay 0 ms

tonitor Port DTMF Detect @®@NO OYES

Channel — Select the channel(s) to configure. The list displays all channels detected. After all parameters
are set, click Update.

The Add button allows you to individually add channels, and the Delete button allows you to remove
existing channels. It is recommended that the channels be added during the initialization phase of the
system installation. See the VLAN Initialization section of this manual.

VLAN IP - Indicates the IP Address of the VLAN device where this channel is located.

Device Type — Specifies whether the current VLAN device is VLAN100 or VLAN400.

Line No. — Selects the channel(s) to configure. This is an alternative way of selecting channels for updating.
Voice Port, Command Port, Monitor Port — These are the port numbers used by the VLAN server to
communicate with the VLAN device. These values are configured automatically by the VLAN server. It is

recommended that the default values be used.

Codec — The type of analog to digital conversion the system uses. The default type (IMA) should work fine
in most cases.

Pre-Amplifier — Increases the loudness of the records (in decibels).

Record Gain —This helps to compensate for weak signals on the line. A higher value means a stronger
boost. You can also select AGC to let the system automatically adjust the gain for each call.

Start Method — Determines how the recording should be triggered. The options are:

Local Phone — This method detects the status of the handset. Recording starts when the handset
is lifted up (off hook) and stops when the handset is returned to the cradle (on hook).

VOX - This recording method detects the presence and absence of sound to start or stop recording.
Recording starts when the sound exceeds the threshold level (called the VOX level), and stops
when the sound drops below the threshold level for longer than a certain period (called the Stop
Delay, measured in milliseconds). This method is usually used when the phone line is digital.
However, with this method a single phone call will be recorded into several files if there are silences
longer than the Stop Delay.

Manual — There are 2 methods of manual record: first method waits for a “Record” switch to be

physically pressed by the agent before the system starts recording. The recording stops when the
switch is pressed again.
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Second method is controlled by the software, when start method is set to “Manual”, In main screen,
you could move the mouse pointer to “Manual” that in “Start Method” Column, double-click it,
following windows will appear

2 Record Control - Microsoft Internet Exp... Q@IE‘

Record Control 3]
Password: |

e Em

Enter system password and click “Start” button to start the recording. Note that system will record
all the time until we do the same way to click the “Stop” button.

VOX Level - This setting is used when the VOX start mode is selected. Enter a value from 0 — 3000. If the
VOX level is set too low, the system becomes sensitive to line noise, resulting in bogus recordings. If the
VOX level is set too high, the system is more likely to stop recording prematurely.

Stop Delay - This setting is used when the VOX start mode is selected. Enter a value measured in
milliseconds. If Stop Delay is short, phone calls are more likely to be broken up into two or more records. If
Stop delay is long, phone calls are more likely to be saved as one record if calls were made within short
intervals. Typically a value between 3 to 5 seconds works the best.

DTMF Detect — detects the dialed out digits.
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